Kanawha Putnam Emergency Management Plan

Functional Annex

Communications A03

Revised December 2025: Reviewed Biennially

NRF Coordination: ESF #2 — Communications

Primary Agencies: e Emergency Management

9-1-1 Centers

Support Agencies: = All responding agencies

= WV Division of Homeland Security and
Emergency Management
= Amateur Radio (ARES/RACES)

l. Introduction

A. Purpose

1. Effective disaster communications are mission critical and are often cited as a
problem during major incidents. The Communications Plan establishes
guidelines and strategies so that responding agencies will be able to
communicate with commanders, emergency management personnel and
among themselves.

B. Scope of Work

1. The Communications Plan will address the ability to communicate:

Within agencies and disciplines
Across agencies, disciplines and jurisdictions

Between key industrial facilities, first responders and the Emergency
Operations Center.

With state and federal emergency management agencies.
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e Communications with the public is covered under separate annexes and is
considered out of scope for this annex.

Il. Direction and Control

A.

B.

911 centers utilize skilled, certified personnel and a management structure.

Emergency Management Director or designee will coordinate all emergency
communication activities.

lll.Situation and Assumptions

A.

Both counties ascribed to this plan utilize a single public safety answering point
and single dispatch point for all county public safety agencies within their
counties

All public safety agencies have voice communication systems that are effective
for day-to-day use.

. An increasing number of law enforcement, EMS and fire agencies have in-

vehicle data communications systems dependent upon the cellular telephone
network.

Any existing public safety radio system can become overloaded in the event of
an emergency that rises above the routine level.

A large emergency incident can overwhelm 911 center staff, impeding the ability
to handle routine emergencies efficiently.

. Fire and EMS agencies have the capabilities for Level One Interoperability”.

The cellular telephone network has a demonstrated failure potential due to
overloading during large scale emergency events and, therefore, cannot be relied
upon for alternate emergency communications circuits.

. The Public Switched Telephone Network can experience overload as a result of

a large-scale incident.

! The ability to communicate with others outside one’s agency by having their frequency programmed into the radio
(i.e., police talking to fire, etc.).
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IV.

Alternate communications circuits can be used for messaging and to access
local, state and federal resources.

. Effective communication is critical to Command and Control in an emergency
situation.

K. Agencies tasked under the plan must have a plan to communicate with their
personnel and with the Emergency Operations Center even in the event modern
communications assets are unavailable.

. Evolving technology will present opportunities to improve communications and
interoperability.

Concept of Operations

. General

. Emergency Management is responsible for emergency communications

planning and coordination.

. Every agency involved in response and management of emergencies should,

in advance, plan and test for communications contingencies.

. Proper and disciplined use of the public safety communications system will

enhance the safety of all responder personnel and increase the efficient
movement of messages.

a. Communications circuits become very busy during emergencies. Agencies
should control unnecessary chatter that ties up channels.

b. Dispatch channels should be used exclusively for dispatch. Tactical
communications should always occur off of dispatch channels.

. One of the strategies for the Emergency Operations Center should be to

alleviate the communications load on the 911 center so that 911 personnel
can concentrate on handling calls for service from the public and routine radio
communications. Therefore, all communications from the Incident Command
Post relevant to the emergency incident will be directed to the Emergency
Operations Center.

. All requests for resources beyond the mutual aid level will be directed from

the Incident Command Post to the Emergency Operations Center if activated.
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Emergency Management may assign an Emergency Support Function
representative as a coordinating point between individual command post or
affected entities. See Functional Annex A15 — Resource Management.

Emergency Management will maintain trained Communications Officers and
staff for the Emergency Operations Center with such personnel as needed to
support the incident commander.

Every agency should maintain a plan for contacting their personnel during
and after working hours.

B. Primary Agency

1.

Emergency management personnel and incident commanders should
consider these factors in developing a particular communications strategy for
an incident:

a. The ability for effective, on-scene communications without creating a
system-wide channel congestion issue (i.e., use of tactical channels).

b. The potential for communications failures (i.e., inability to talk to other
dispatch point or Emergency Operations Center).

c. The ability to communicate with all agencies involved in the response, at
least by proper use of Unified Command and common Command Post.

d. Consider requesting additional communications resources, even based on
anticipated need.

Emergency Management will ensure that all emergency operations are in
compliance with the Communications Plan when the Emergency Operations
Center is active and staffed.

The Incident Commander will designate a communications channel for each
incident scene to allow for coordination with the Incident Command. This may
be by telephone, radio, or any other reliable means. A channel will be
designated for communication between the Incident Command and the
Emergency Operations Center.

Since communications are essential to command and control, Emergency
Management will take whatever means are necessary to maintain contact
with the Incident Commanders in the event of the failure of communications
circuits.
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5.

Emergency Management may maintain a Memorandum of Understanding
with the local Amateur Radio Emergency Service (ARES) and/or the Radio
Amateur Civil Emergency Service (RACES) organization(s) to provide
supplemental communications circuits, equipment and personnel on a
volunteer basis.

C. Supporting Agencies

1.

Emergency Management may coordinate all communication channels and
activity during an emergency.

The Emergency Operations Center shall maintain a communications officer
during every shift to coordinate and document communications with incident
commanders, support personnel and outside agencies.

On-scene Command personnel from all supporting responder agencies
should, upon arrival, report to the Command Post to participate in Unified
Command in order to support communications interoperability. Such
personnel should have in their possession communications equipment
sufficient to communicate with their own personnel.

Incident Commanders will utilize the designated coordination channel to keep
the Emergency Operations Center appraised of the status of emergency
incidents and to process resource requests.

The Incident Command will initiate contact with the Emergency Operations
Center as soon as practical from the incident command post and periodically
make contact with the Emergency Operations Center throughout the duration
of the incident.

In the event the Incident Command loses, or cannot establish
communications with the Emergency Operations Center, the Incident
Command will:

Attempt to pass a message to the Emergency Operations Center through
the 911 center or send a message to the Emergency Operations Center
through any and all available means.

D. Statewide Interoperable Radio Network (SIRN)

1.

Definition and Description
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. A statewide network of digital, trunk radio repeaters linked together by a

redundant, high speed microwave system.

. The system utilizes the 450 MHz band for communications between users.
. SIRN system affords the highest level of interoperability.

. The system is maintained by West Virginia Emergency Management

Division.

E. Communications Systems

1.

3.

4.

Each agency’s primary communications system will be kept open for dispatch
and command and control functions. Operational communications should
occur on tactical channels.

Kanawha and Putnam County will utilize a radio_system for coordination
between the Incident Commander and the Emergency Operations Center.

Amateur Radio

. Amateur radio (“Ham”) operators are represented in the area comprising

of licensed amateur operators who will use their own equipment to provide
supplemental communications on a volunteer basis.

. Each operator maintains his/her own equipment and has a high level of

operational knowledge.

. Amateur operators may be used to provide communications circuits

between the Emergency Operation Center and fixed or mobile field
locations.

. The Amateur Radio Emergency Coordinator will send a representative to

the Emergency Operations Center anytime it is activated.

. Permanent amateur radio stations capable of local, regional and statewide

communications are maintained at the 911 Centers.

Additional communications resources are available through WV Emergency
Management Division.

F. Communication with State Emergency Operations Center

Kanawha Putnam Emergency Management Plan Revision 12-10-25 Page: 6 of 9



Communications — A03

. Disaster-related communications with the State Emergency Operations

Center will generally occur through the local Emergency Operations Center
and with the knowledge and coordination of the emergency manager.

The primary means of communication with the State Emergency Operations
Center will be via the WV Emergency Management Web EOC system.

The secondary means of communication with the State Emergency
Operations Center will be via the public switched telephone network.

The third means of communication with the State Emergency Operations
Center will be through their talk groups on the WV SIRN (Statewide
Interoperable Radio Network).

The fourth means of communication with the State Emergency Operations
Center will be by amateur radio voice modes.

G. Interoperability

1.

Interoperability is defined as resources that create or enhance the ability of
personnel from different agencies, jurisdictions and disciplines to
communicate despite disparate radio systems.

Local and regional Interoperability will be achieved by one of six methods.
a. Unified Command
(1) The preferred method of interoperability during major incidents.

(2) Command level personnel from each discipline gather in the same spot
to share information and communicate with their responders.

(3) Where incidents involve fixed facilities or schools, for instance, a
management-level person should be in the Unified Command Post.

(4) Unified Command should be positioned away from distractions,
including crowds, response personnel and the media.

b. The programming of radios with frequencies of other agencies, allowing
the user to switch frequencies to attain interoperability.
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c. Borrowing a radio from another agency to facilitate communications with
them.

d. Passing messages to other agencies through 911 center dispatchers. This
strategy should be avoided in the early stage of incident, if possible.

e. Use of telephone systems.
f. Use of amateur radio emergency communications teams.
g. Use of the WV SIRN system by all responding personnel (see section D,).

Interoperability is enhanced by plain language communications, eliminating
proprietary codes and signals.

H. Communications Systems Failure

1.

In the event of a failure of a communications channel, personnel utilizing that
channel shall:

a. Continue to monitor that frequency until receiving further instructions from
the Incident Command or Emergency Operations Center.

b. Attempt to contact the Incident Command or Emergency Operations
Center by any possible means to report the failure.

c. In no event should response personnel abandon attempts to establish
communications except when taking measures to protect life.

Amateur radio operators can provide communications channels when other
means are not possible.

|.  Policy and Planning

1.

The Director of Emergency Management shall maintain policies and
procedures and conduct planning for communications strategies utilizing
guidelines set forth in the National Response Plan and the National Incident
Management System.

Due to changing federal policies and emerging technology, all responder
agencies shall consult with Emergency Management Director of jurisdiction
when considering any communications system changes or purchases.
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3. The KPEPC shall maintain guidelines pertinent to industrial facility event
communication. Such content shall be updated and included in the Plan.
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